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Disclaimer

Information in this document is subject to change without notice. No part of this manual may be
reproduced, stored in a retrieval system, or transmitted in any form or by any means electronic or
mechanical, including photocopying and recording for any purpose other than the purchaser’s per-
sonal use, without prior written permission from Thesycon Systemsoftware & Consulting GmbH.
The software described in this document is furnished under the software license agreement dis-
tributed with the product. The software may be used or copied only in accordance with the terms
of the license.

Trademarks

The following trade names are referenced throughout this manual:

Microsoft, Windows, Win32, Windows NT, Windows XP, Windows Vista, Windows 7 and Visual
C++ are either trademarks or registered trademarks of Microsoft Corporation.

Other brand and product names are trademarks or registered trademarks of their respective holders.
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1 Introduction

1 Introduction

The Multi-Interface (M) driver is an replacement driver for the build in USB MI driver for Win-
dows. This driver has enhanced features and fixes some problems of the build in USB Ml driver.
It handles a larger set of device classes and the Interface Associated Descriptor (IAD) in a correct
way. It supports devices with a set of USB configurations (Multi-Configuration Devices). A pro-
prietary APl is used to switch between the configuration, submit endpoint O related requests and
enable or disable single interfaces.

It supports a concept to create CD-less installations where the PC software is stored inside the
device and it is installed automatically when the device is connected the first time to a PC. It
allows the dynamically switching between different functional kernel drivers without re-installing
the drivers.

This document describes the driver and the API.
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2 Overview

2 Overview

2.1 Platforms
The USB MI driver driver supports the following operating system platforms:

e Windows 7

e Windows Vista

e Windows XP

e Windows 2000

¢ Windows Embedded Standard 7 (WES7)
e Windows Embedded Enterprise
e Windows Embedded POSReady
e Windows Embedded Server

e Windows XP embedded

e Windows Server 2008 R2

e Windows Server 2008

e Windows Server 2003

e \Windows Home Server

The driver package contains 32 bit and 64 bit versions depend on operating system.
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2.2 Features

The USB MI driver driver provides the following features:

e USB Support. The USB Ml driver supports USB 2.0 full and high speed and USB 1.1.
e Compatibility. The USB MI driver is compatible to the Microsoft’s Multi-Interface driver.
e Plug&Play. The driver fully supports hot plug and play.

e Power Management. The driver supports the Windows power management model.

e Multiple USB Configurations. The USB Ml driver can be used with devices that implement
multiple USB configurations. It supports switching between different USB configurations.

e Multiple USB Interfaces. The USB MI driver can be used with devices that implement
multiple USB interfaces.

e Multiple USB Devices. Multiple USB devices can be controlled by the driver at the same
time.

¢ Interface Association Descriptor. The use of Interface Association Descriptors is supported
by USB Ml driver.

e Programming interface. The USB MI driver provides a Win32 programming interface for
use in C and C++ programs.

e WHQL Certification. The driver conforms to Microsoft’s Windows Driver Model (WDM)
and it can be certified by Windows Hardware Quality Labs (WHQL) for all current 32-bit
and 64-bit operating systems.
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2 Overview

2.3 USB 2.0 and 3.0 Support

The USB Ml driver device driver supports USB 2.0 and the Enhanced Host Controller on Windows
2000, Windows XP, Windows Vista and W7. However, USB Ml driver has to be used on top of the
driver stack that is provided by Microsoft. Thesycon does not guarantee that the USB MI driver
driver works in conjunction with a USB driver stack that is provided by a third party. For instance,
third-party drivers are available for USB 2.0 host controllers from NEC, INTEL or VIA. Because
the Enhanced Host Controller hardware interface is standardized (EHCI specification) the USB 2.0
drivers provided by Microsoft can be used with host controllers from any vendor. However, the
user has to ensure that these drivers are installed.

Currently the first Extended Host Controllers are on the market. Microsoft did not release a bus
driver with Windows 7 for this host controller type. The Extended Host Controller handles also
full and high speed data traffic. If a customer connects your multiinterface device to a blue USB
connector it runs with an Extended Host Controller and the related vendor provided bus driver.
In the market there are different host controller drivers. Thesycon is not able to test the USB Ml
driver with all possible host drivers that are available on the market. For that reason we cannot
give any warranty that the driver works with such host controllers.
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3 Architecture

3 Architecture

3.1 Location

The Multi-Interface device driver is a kernel mode driver for Windows. It is used for USB devices
with multiple interfaces and/or multiple configurations. It is loaded on the USB Bus Driver inter-
face USBD. The upper interface of the driver is the same as the interface of the USBD. Drivers on
top of the MI driver work in the same way as a driver on top of the USBD driver.

The driver has additional features like interface control or EPO access. These additional features
can be also used if the driver is installed on a USB device with a single USB interface. With the
enhanced features this driver is not a simple replacement of the system provided MI driver.

3.2 Features
The driver has the following additional features:

e Build in support for a lot of classes, like CDC, Video, Audio, HID, Printer, Mass Storage,
DFU, and others

¢ Full support for the Interface Associated Descriptors (IAD)
e User mode API to access the driver during the runtime

e Support for Multi-Configuration devices. The default configuration can be selected with
INF file parameters. The configuration can be switched with the user mode API.

e Remote Wakeup support. If one child driver requests a remote wakeup the driver enables
the device for wake up.

e The Hardware IDs for the child driver stacks can be generated in the same way as the
Microsoft driver do it or they can be created with a different prefix.

e Access to EPO requests, like Class or Vendor related requests, Get Descriptor requests and
Cycle Port.

e The child driver stacks can be disabled and enabled with the private API.

e Possibility to customize the driver to avoid conflicts with other vendors that are using the
same driver.

e The hardware ID of the child devices can be switched with the API. This enables the dy-
namic switching of functional child drivers with a software API and without re-installing
the drivers.

e The switching between configurations supports a concept to create devices that store the re-
quired PC software on a mass storage partition. The software can be installed automatically
when the device is connected the first time to a PC. The Multi-Interface driver switches the
device than to the operational mode. This method is also known as CD-less installation.
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3.3 Use Cases

The additional features of the Ml driver are use full in a lot of cases.

E.g. to switch a device between normal operational mode and DFU mode a special request must
be sent to the device. If all interfaces of the device are class compliant and a class driver from

Windows are used there is no way to submit the request. The Ml driver allows to send the request
on the private API without modifying the existing drivers.

If the device has some configuration parameters that should be maintained by the PC, the private
interface of the driver can be used to transfer these information to the device.

The Multi-Interface driver from Microsoft uses always the first USB configuration of the device.
This MI driver can be used to switch between different configurations. This can be useful if the
device cannot expose all required interfaces at the same time because of a limited number of
endpoints or if the device should behave completely different in some situations.

This feature is useful for the device installation. The device may expose a USB Mass Storage
interface on the first USB configuration. This volume may contain the PC software and a setup
program. If the device is connected to a PC where the device software is not installed the volume
becomes visible and the software is installed. If the Ml driver is loaded on the device the private
API can be used to switch to the second configuration that can expose the operational interfaces.

The private API can be used to identify a device instance by reading the serial number of the device
with a string descriptor. Other device related information can be extracted from USB descriptors.

Some or all interfaces of the device can be disabled by the private API. This may be useful to save
some band width. E.g. the Windows provided RNDIS driver has pending IN requests all the time
it is running. These requests block some band width even if no data is transferred.

To disable a interfaces causes the higher driver stack to be unloaded. This may be useful to restart
some driver stacks without administrator privileges or to create Plug and Play natifications.

The hardware ID of the child devices can be set by the user mode API. By setting different ID’s

the functional drivers can be switched in a fast an reliable way. No administrator privileges are
required to perform the switch. This may be useful to switch a Windows CE based device between
the Active Sync driver and a CDC ACM driver that provides a virtual COM port interface.
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4 Customization

4.1 Customization Overview

The USB MI device driver supports various features that enable you to create a customized device
driver package to be shipped with an end product. Customization includes:

o Modification of the file name of the driver executable,

e Modification of text strings shown at the Windows user interface,

e Definition of a unique software interface identifier,

e Adaptation of driver behavior for a specific device.

Note that the driver package which is shipped to end users should always be customized. This
is required in order to avoid potential conflicts with other products of other vendors that are also
using the USB MI device driver. Please consider the following example scenario: An end user
buys product A which includes the USB MI device driver version 2.00. The user installs this
driver on his machine. At a later point in time the user buys another product of another vendor
which is called B. Product B includes the USB MI device driver version 2.30. When the user
installs the device driver for Product B on his machine then a conflict will occur because another
version of the driver is already installed on that machine.

There are several problems that may result from this conflict situation:

e Driver version conflict

We assume that during driver installation any existing device driver will be removed if the
existing driver has an older version than the driver to be installed. If the existing driver is
newer then no driver will be installed. In the example scenario described above this means:
When product B is installed the existing driver (V2.00) will be replaced by a newer one
(V2.30). The result is that both product A and product B now use the new driver. This
should be fine for product B. However, product A will now run with driver version 2.30
which is critical because probably the product was never tested with that version. Thus,
installation of a new product can break an existing installation of another product.

Driver software interface ambiguity

If two or more different products (of different vendors) use the same driver then a conflict
can arise when Windows applications open the device driver to communicate with the de-
vice. In the example scenario described above an application designed for product A could
inadvertently open device B and try to configure the hardware which will probably not work.

Device naming ambiguity

If two or more different products (of different vendors) use the same driver then a device
name conflict could occur. Particularly, this applies to device nhames displayed in Device
Manager. In the example scenario described above an end user could get confused if the
item shown in Device Manager for product A is named identically to the item shown for
product B.

The customization features of the USB MI driver enable you to avoid all of these conflict situ-
ations. A customized driver can be considered as a specific driver for a specific product. There
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will be no overlaps with (customized) USB Ml drivers shipped with other products of other ven-
dors. In the example scenario described above, if both product A and product B are shipped with
a customized driver then there will be two separate driver installations on the end user's machine.
There will be two sets of driver files on hard disk and two separate drivers loaded into memory.

Note that it is possible to create a customized driver package which supports several products with
similar properties, e.g. a product family of a vendor. In this case, if several products of the family
are used on one machine, there will be only one set of driver files on hard disk and only one driver
executable loaded into memory. A vendor can decide which of its products will be supported by a
particular driver package and how many different driver packages need to be created.

To summarize the customization strategy the following rules are given:

1. A driver package provided to end users should always contain a customized driver. Do not
ship the original driver provided by Thesycon together with your products.

2. If you offer a family of products, you may create a customized driver package that supports
all products of this family. Windows applications shipped with the driver should be designed
in such a way that all products of the family are supported. If an updated driver is delivered
to end users, either as a software-only package or as part of a new product of the family,
then you have to ensure that the new driver version works with all released products of the
family.

In the following sections, the customization procedure is described in detail.

4.2 Customization Steps

Below, the steps needed to create a customized driver package are summarized. Some of these
steps are required and some are optional.

e Required: Choose a new name for the driver. The driver package consists of two parts:

— Windows 2000, Windows XP, Windows Server 2003, Windows Vista and Windows 7
32 bit: thusbmi.sys and thusbmi.inf

— Windows XP, Windows 2003, Windows Vista and Windows 7 x64 Edition: thus-
bmi_x64.sys and thusbmi_x64.inf

The new names must not contain spaces and must not cause conflicts with drivers included
with Windows. Make a private copy of the sys and inf files and rename all files to your new
names. Edit the renamed .inf file to contain the new driver name. See sé@&idon page

19for detailed information.

e Required: Edit your .inf file to contain the correct hardware ID for your device. Refer to
sectiond.3.2on page20 for more information.

e Required: Create a private interface identifier (GUID). Specify that GUID in your .inf file
and use that GUID in your applications to enumerate and open devices. See 4&&8on
on page20 for detailed information.

e Optional: Adapt default driver settings. Refer to sectii3.50n page21 for more infor-
mation.
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e Optional: Edit the version resources contained in thusbmi.sys. See sdctiom page22
for more information.

4.3 Customizing thusbmi.inf

The thusbmi.inf file is used to install the kernel-mode device driver thusbmi.sys. It has to conform
to INF file conventions defined for WDM drivers. Refer to the Windows DDK documentation [
for more information about INF files.

The thusbmi.inf file itself can be renamed to any name of your choice. However, the file name
extension has to be .inf.

4.3.1 Configuration of Names

In thusbmi.inf there is a Strings section that permits to define the driver name and some text strings
that will be shown at the Windows user interface.

[Strings]

S_Provider="Thesycon"

S_Mfg="Thesycon"

S_DiskName="thusbmi driver disk"
S_DeviceDesc="USB Multi-Interface Driver"
S_ServiceName="thusbmi"
S_DriverName="thusbmi"

S_Provider
This variable defines the provider of the driver. You should use your company’s name here.

S Mfg
This variable defines the manufacturer of the driver. You should use your company’s name here.

S_DeviceDesc

This variable defines the device description which is shown during installation. When driver instal-
lation is finished the device description is shown in Device Manager next to the item representing
your device. You should use your product’s name here.

S_DiskName

This variable defines the name of your installation disk. It should correspond to the label that is
printed on the disk. The disk name is displayed by the operating system when it requests the user
to insert the installation media.

S _ServiceName

This variable defines the name of the service that is used to install the driver. Do not use spaces or
special characters here. Typically the name of the driver is used. The service name must be unique
on any PC.

S DriverName
This variable defines the name of the thusbmi driver executable which is thusbmi.sys by default.
Note that the name is given without the .sys extension. You have to set this value to the file name
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you want to use for thusbmi.sys. It is strongly recommended to use a vendor-specific driver name
in order to avoid file naming conflicts with other drivers.

Important: The driver name must not contain spaces. If you mo8ifypriverName then you

have to modify the following sections as well:

[ _CopyFiles_sys] , [SourceDisksFiles]

Due to technical limitations, these sections cannot usethariverName variable to specify

the driver executable. Therefore, you have to edit them as well. Do a search for thusbmi to locate
the lines to be modified.

4.3.2 Configuration of Hardware ID

Your USB device is initially enumerated by the system-provided USB bus driver. The bus driver
uses vendor and product ID’s from the device descriptor to create a unique hardware ID string
according to the following scheme:

USB\VID_XXXX&PID_YYYY

The fieldsXXXXand YYYYwill be replaced by the hexadecimal form of the vendor ID and the
product ID. You can check the resulting hardware IDs by looking at the following registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\USB

The thusbmi.inf file needs to specify the resulting hardware ID for the device within the following
section:

[ Models]
%S_DeviceDesc1%=_Installl, USB\VID_XXXX&PID_YYYY

ReplaceXXXXandYYYYby your specific values, for example:

[_Models]
%S_DeviceDesc1%=_Installl, USB\VID_152A&PID_0001

Windows can distinguish between different device release numbers. The device release number is
part of the device descriptor in the figdddDevice . If the INF file should work with one special
device release number of a device the hardware ID can be specified in the following way:

[_Models]
%S_DeviceDesc1%-=_Installl, USB\VID_152A&PID_0001&REV_ZZZZ

The parameterZZZ is the hexadecimal value of tibedDevice value.

4.3.3 Configuration of Software Interface Identifiers

The USB MI driver creates a device instance for each of your USB devices connected to the
system. A device instance exports the software interface which can be used to access the interface
of the USB Ml device driver. The software interface is unambiguously identified by a globally
unique identifier (GUID). The USB MI driver allows you to define a private GUID that is used by
your applications to enumerate and access your devices. The following section in the thusbmi.inf
file is used to define a private interface GUID.
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[ AddReg_HW]
;HKR,,DriverUserinterfaceGuid, %REG_SZ%,"{0160E02E-EEF7-4fe7-A8DD-5FOFA42CE191}"

You have to use guidgen.exe to create a fresh GUID. This tool is provided with the Microsoft
Platform SDK [] or as part of the Visual Studio development platform. Copy and paste the GUID
into the thusbmi.inf section shown above and use this GUID instead of the GUID defined in the
file usbmictrl.h in the symbilic constant USBMICTRL_IID. If this entry is deleted from the INF

file the private interface of the driver is not exposed and cannot be used. Use the generated private
GUID in all of your Windows applications to open the device driver. Do not use the default
GUID USBMICTRL_IID provided by Thesycon in thusbmi.h. This way, it is guaranteed that
your applications can identify your devices unambiguously.

Guidgen.exe permits you to export a statement that defines a GUID constant, for example:

/I {5510F365-363E-407b-80A5-C663533E93B5}
static const GUID MyPrivateGUID =
{ 0x5510f365, 0x363e, 0x407b, { 0x80, Oxa5, 0xc6, 0x63, 0x53, 0x3e, 0x93, Oxb5 } };

Copy and paste this statement to the source code of your application(s) and use the GUID constant
to enumerate and open devices. Note that you cannot use the GUID that is shown in the example
above. You have to use guidgen.exe to create a new one.

4.3.4 Update of the Driver Version

The key wordDriverVer is used in the Version section or in the DD Install section of the INF
file. It contains the version of the driver and the release date. The release date should be modified
to the release date of the customized version. Please take care of the right date format.

4.3.5 Customizing Default Driver Settings

The .inf file specifies some settings that define the default behavior of the driver. These settings
are defined in the following section.

[_AddReg_HW]
HKR,,UsbConfiguration, % REG_DWORD%,0
HKR,,CrtlTimeout,%REG_DWORD%,1000
HKR,,PnpldPrefix,%)REG_SZ%,"MI"

UsbConfiguration

This parameter contains the index of the USB configuration that should be selected if the driver is
loaded. If the device has only one configuration this parameter must be set to 0. This parameter
is also used to store the currently selected configuration if it is switched with the interface of the
driver.

CrtlTimeout
This parameter contains the timeout for descriptor and class or vendor requests in milliseconds. A
control request should be completed with in 500 ms.

PnpldPrefix _ _ _ _
This parameter contains the prefix that is used to add the interface number to the PnP ID. The
resulting PnP ID is:
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usb\vid_VVVV&pid_PPPP&<PnpldPrefix>_|I

whereVVVVis the hexadecimal representation of the vendorABPPis the hexadecixmal rep-
resentation of the product ID, <PnpldPrefix> is the prefix defined with this keyllans the
hexadecimal representation of the first USB interface number that belongs to the interface assozi-
ation. This PnP ID must be used in the INF files of the drivers that are installed on top of the Ml
device driver. The MI driver that is provided with the system uses the prefix "MI". To generate a
compatible behavior the same prefix can be used.

4.4 Customizing Version Resources

The thusbmi.sys executable includes version resources. These information will be shown in De-
vice Manager on the Driver Details dialog page or on the file’s property page. You may want to
modify the version resources to include your product’s name or to modify copyright information.
This can be done in a two-step procedure as described below.

1. Make a private copy of thusbmi.sys. Use Visual Studio to open the copy of thusbmi.sys in
resource mode. You have to select Open as Resources in the File Open dialog. Edit the
version resources according to your preferences and save the modified file.

2. Open a Command Prompt window and run the UpdateChecksum.exe tool on the modified
file. You have to enter the following command line:
UpdateChecksum thusbmi.sys
The program UpdateChecksum.exe is part of the USB MI development Kit.

4.5 Digital Signature for Windows Vista

Windows Vista has a new feature to verify a vendor of a software component. The vendor can add
a signature to a software component to identify itself. This signature grants that the software was
signed by the vendor and that the software was not modified after it was signed. If a signed plug
and play driver is installed the first time Windows Vista shows the vendor name and the user can
choose if he wants to

e Abort the installation,
e Allow the installation this time or

e Always trust the vendor and allow installations from this vendor.

If the user selects "always trust this vendor" the certificate of the vendor is stored in the certification
manager under Trusted Vendors. If later a plug and play driver of this vendor is installed again,
the installation can be performed silently without user interactions if the driver was pre-installed
before the device is connected.

On Windows Vista x64 Edition it is required that the driver has a digital signature. Otherwise, the
driver is not loaded on a normal system. To test a driver without signature on Windows Vista x64
the system can run with a kernel debugger. In this case the system loads a driver without signature.
On Windows Vista 32 bit a driver without signature can be installed.
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The signature of a driver is not the same as a WHQL certification. A driver can have a digital
vendor signature without passing any WHQL tests.

A signature for a plug and play driver is always part of a .cat file. It is possible to add a signature to
the .sys file, but it is accepted in Test Mode only. If the system runs in normal mode the signature
is expected on the .cat file referenced by the .inf file.

Why can Thesycon not deliver a signed driver package? The signature becomes invalid if the
driver or the INF file is modified. To install the driver on any device a customized INF file must
be generated. At least the USB vendor and product ID’s must match the ID’s of the device. This
modifications would make a signature from Thesycon invalid.

Why Thesycon cannot deliver all the tools required to create the signature? This is not possible
because Microsoft does not allow re-distribution of the signing tools.

Why the Vendor that uses the USB MI driver should sign the driver and not Thesycon? The aim
of the customization is to let the driver look like a driver that is developed by the vendor of the
device. To direct support issues to the vendor and not to Thesycon it is required that the vendor of
the device performs the signing.

The following sections will guide you through the process of obtaining an "Authenticode Digital
ID", to maintain it, to get the tools required for signing and to create a signature for a plug and
play driver. Itis strongly recommended to follow these steps. It is not possible to perform the code
signing on a Windows 2000 system. Windows XP or better is required.

To get more information about code signing, read the document "Kernel-Mode Code Signing
Walkthrough" available on the Microsoft web site.

4,5.1 Getan Authenticode Digital ID

To make sure that the owner of a digital signature key is the entity that is described with this key a
so called certification authority (CA) guarantees that this information is valid. Microsoft accepts
a number of CA's for the Authenticode technology. The company VerySign is one of them.

At first you have to buy a signature key pair from one of the CA's. The key is valid for a given time
interval. You can select the time interval during the order of the key pair. The time interval means
that the key can be used in this interval to create new signatures. A signature that was created with
a time stamp is valid after the key has expired.

The signature key delivered by VerySign typically consists of three parts:

e a certificate and a public key stored in a .spc file,
e a private key stored in a .pvk file and

e a password that protects the private key.

You may read the Microsoft document "Code-Signing Best Practices" to get more information
how to maintain the key.

The key must be stored in the certificate manager to use it later. To do this, it must be first translated
to a personal information exchange (.pfx) file format. This can be performed by the program
PVK2PFX that is part of the SDK and the WDK. This program is a command line program.
Please use the following command line to create the .pfx file:
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pvk2pfx -pvk <pvk file name>.pvk -spc <spc file name>.spc
-pi <password> -pfx <pfx file name>.pfx

To import the .pfx file to the certificate manager, perform a double click to the file. This starts
the Certificate Import Wizard. Enter the password and make sure the certificate is stored in the
Personal certificate store.

4,5.2 Getthe Tools for Code Signing

To create a .cat file the program inf2cat.exe is required. This file is part of the "Winqual submis-
sion tools". Please download this package from the Microsoft web site and extract the file. The
inf2cat.exe program requires the DLL's that starts with "Microsoft.Whos..." and that are part of

the package.

The signtool.exe is required to attach the signature to the .cat file. This program exists in different
versions with the same file name. Versions that are delivered with the .net framework and the SDK
cannot be used to sign kernel mode drivers. Only the version that is part of the WDK is sufficient
to create a signature for a kernel mode driver. So you have to install the WDK. You will find the
signtool program unddsin\SelfSign

Kernel mode driver signing requires a cross certificate. This cross certificate must be downloaded
at the Microsoft Web site "Microsoft Cross-certificates for Windows Vista Kernel Mode Code
Signing". Please select the correct cross certificate for the CA where you have bought code signing
ID.

Do not use a shared network folder to store this executables. The programs do not run correctly
on a shared network folder.

4.5.3 Create a Signature

It is recommended to put all required tools in one folder and to add this location teAfel
variable. Each time the .inf or .sys file is modified the signature must be created again.

Create separate folders for the 32 bit and the 64 bit .inf and .sys files. The inf2cat program searches
all files in the folder and cannot handle the 32 bit files in 64 bit mode correctly. To create the INF
file for 32 bit files execute the following command line:

inf2cat.exe /driver:<folder with 32 bit files>
/0s:2000,XP_X86,Server2003_X86,Vista_X86

To create the cat file for the 64 bit files run:

inf2cat.exe /driver:<folder with 64 bit files>
/os:XP_X64,Server2003_X64,Vista_X64

Finally the signature can be created. Run the following command line:

signtool sign /v /n <Certificate Name>
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/ac <cross certificate with path>.cer
/t http://timestamp.verisign.com/scripts/timestamp.dll
<cat file with path>.cat

This program requires access to the Internet to get the time stamp from verisign.com. The Cer-
tificate Name can be displayed with the certificate manager. To open the certificate manager enter
certmgr.msc on a command line. To show the signature of the .cat file use the property page.
To verify the signature use the command line:

signtool verify /pa <path and name of the catalog file>.cat

4.5.4 Modified System Behavior

If the driver package has a valid signature from a vendor the system behavior is modified in the
following way:

On Windows 2000 and Windows XP the property page of the device manager shows that the driver
does not has a valid signature. Both operating system cannot validate the signature because the
trusted chain of the certificates is not completely stored in the operating system. Both systems
accept only a signature created by Microsoft during a WHQL certification process.

On Windows Vista and Vista x64 during the driver installation a message shows the name of
vendor that has signed the driver package. The user can select if the driver package should be
installed or if the installation should be aborted. If the certificate of the vendor is stored in the
Trusted Vendors section of the certificate manager and if the driver is pre-installed the driver is
installed silent on Vista.

sectionlnstallation This section discusses topics relating to the installation and un-installation of
the USB Multi-Interface device driver.

4.6 Installing USBMI Manually

In order to install the USBMI driver manually you have to prepare an INF file that matches your
device. Refer to sectiofhion pagel7 for more information.

The steps required to install the driver are described below.

e Connect your USB device to the system. After the device has been plugged in, Windows
launches the New Hardware Wizard and prompts you for a device driver. Provide the New
Hardware Wizard with the location of your installation files (e.g. thusbmi.inf and thus-
bmi.sys for Windows 2000/XP). Complete the wizard by following the instructions shown
on screen. If the INF file matches your device, the driver should be installed successfully.

Note that, on Windows 2000, Windows XP and Windows Vista, the New Hardware Wizard
shows a warning message that complains about the fact that the driver is not certified and
digitally signed. You may ignore this warning and continue with driver installation. The
USBMI driver is not certified because it is not an end-user product. When the USBMI driver
is integrated into such a product, it is possible to get a certification and a digital signature
from the Windows Hardware Quality Labs (WHQL).
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Note that, on Windows Vista x64 the driver cannot be loaded without a digital signature.
Please see secti@dn5on page22 for more details.

o If the operating system contains a driver that is suitable for your device, the system does not
launch the New Hardware Wizard after the device is plugged in. Instead of that a system-
provided device driver will be installed silently. The operating system does not ask for a
driver because it finds a matching entry for the device in its internal INF file data base.

This is the case for all devices with multiple USB interfaces. The installation of the system
provided Multi-Interface driver can be suppressed, if the device reports the class code for
the communication device class CDC (2) in the class field of the device descriptor.

You have to use the Device Manager to install the USBMI driver for a device for which a
driver is already running. To start the Device Manager, right-click on the "My Computer”
icon and choose Properties. In the Device Manager, right-click on your device and choose
Properties. On the property page that pops up choose Driver and click the button labeled
"Update Driver". The Upgrade Device Driver Wizard is started which is similar to the New
Hardware Wizard described above. Provide the wizard with the location of your installa-
tion files (thusbmi.inf and thusbmi.sys) and complete driver installation by following the
instructions shown on screen.

e The device manager does not allow to change the device class of a device. In the case that
the INF file contains a different class as the class where the device is currently installed
the device manager reports that your INF file does not contain matching information for
your device even if the hardware ID matches the device. In this case you have to delete the
existing driver in the device manager first.

o After the driver installation has been successfully completed your device should be shown
in the Device Manager in the USB section.

o If the USBMI driver is installed successful it creates device nodes for each interface bundle
of the connected device. The number of device nodes depends on the interface structure of
the device. The system launches the hardware wizard again for each device node. To avoid
a lot pop ups of the hardware wizard it is recommended to get a WHQL certification for the
drivers. This enables a silent installation, if the driver is pre-installed.

4.7 Uninstalling USBMI manually

To uninstall the USBMI device driver for a given device, use the Device Manager. The Device

Manager can be accessed by right-clicking the "My Computer” icon on the desktop, choosing
"Properties” from the context menu and then opening the Device Manager window. Within the

Device Manager window, double-click on the entry for the device and choose the property page
labeled "Driver". There are two options to uninstall the USBMI device driver:

e Remove the selected device from the system by clicking the button "Uninstall". The oper-
ating system will re-install a driver the next time the device is connected or the system is
rebooted.

¢ Install a new driver for the selected device by clicking the button "Update Driver'. The
operating system launches the Upgrade Device Driver Wizard which searches for driver
files or lets you select a driver.
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If the USBMI driver is uninstalled all drivers that are installed on the child device nodes disappear.
In order to uninstall the device drivers for the child device nodes these driver must ne uninstalled
first.

In order to avoid automatic and silent re-installation of USBMI by the operating system, it is
necessary to manually remove the INF file used to install the USBMI driver.

During driver installation, Windows stores a copy of the INF file in its internal INF file data base
located in%WINDIR%\INF\. The name of the INF file is changed before it is stored in the
database. On Windows 2000 and Windows XP the INF file is storeeeX.inf , where X is a
decimal number.

The best way to find the correct INF file is to do a search for some significant string in all the INF
files in the directoroWINDIR%\INF\ and its subdirectories. Note that on Windows 2000/XP/2003,
by default theoaWINDIR%\INF\ directory has the attribute Hidden. Therefore, by default the di-
rectory is not shown in Windows Explorer.

Once you have located the INF file, delete it. This will prevent Windows from reinstalling the
USBMI driver. Instead, the New Hardware Wizard will be launched and you will be asked for a
driver.

On Windows Vista the driver and the INF files are stored in the driver store. During uninstallation
a check box can be selected to remove the driver form the driver store. If this box is checked the
driver is also removed from the INF folder.

4.8 Creating a Driver Setup Package

A Setup Information File (INF) is required for proper installation of the USBMI device driver.
This file describes the driver to be installed and defines the operations to be performed during the
installation process.

The USBMI driver package consists of 2 INF files and 2 SYS files. See settarpagel7 for
details.

An INF file is in ASCII text format. It can be viewed and modified with any text editor, for
example Notepad.exe. The contents and the syntax of an INF file are documented in the Microsoft
Windows DDK. For instructions on how to create a device-specific INF file, refer to chéapter
pagel?.

The INF file is loaded and interpreted by a software component called Device Installer that is built

into the operating system. The Device Installer is closely related to the Plug&Play Manager that

handles connection and removal of USB devices. After the Plug&Play Manager has detected a
new USB device, the system searches its internal INF file database, loc&t&dIMDIRYO\INF\,

for a matching driver. If no driver can be found, the New Hardware Wizard pops up and asks the

user for a driver.

The association of device and driver is based on a string called Hardware ID. The Plug&Play
Manager builds the Hardware ID string from the USB descriptors. The string is prefixed by the
bus identifier USB. An example for a Hardware ID string is:

USB\VID_152A&PID_0001

In order to prepare an installation disk that can be used to install the USBMI driver for your device,
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the following steps are required.

e Copy the customized USBMI driver binary SYS to a floppy disk or to a directory location
of your choice. Copy the customized INF file to the same location.

Provide the files, the .sys and the .inf files, on your installation media (floppy disk or CD-ROM).

4.9 Installing the Driver Package at the Customer PC

It is not recommended to copy the INF files and the SYS files manually to any system folder.
Follow one of the next sections to perform your installation.

4.9.1 Without Pre-Installation

The user connects the device to the PC. The system does not provide a matching device driver.
The hardware wizard is launched. The user should guide the hardware wizard to your installation
medium with the customized INF and SYS files.

This method has some drawbacks:

e The user must select the advanced driver installation to guide the wizard to the installation
medium. Otherwise no driver is installed.

e The system requests the driver disk again if a device without USB serial number is connected
to a different USB port or a device with a new serial number is connected to the PC.

It is not recommended to use this method.

4.9.2 With Pre-Installation
Perform the following steps during the software setup:

e Copy the INF files and SYS files to a folder on the hard disk. On a x64 system copy the
x64 .INF and .SYS files and on a 32 bit system copy the 32 bit files. The storage should be
permanent. It should not be a system folder under the Windows tree. Typically the folder is
Program Files\<Company>\<Program>\<Version>\Drivers

e Call the system functioSetupCopyOEMInf() . It requires administrator privileges. On
a x64 Edition of the operating system this function must be called in a 64 bit process context.
If the driver is not certified a warning may appear.

e Ask the user to connect the device to the PC. If the driver has a WHQL certification the
installation is performed silent. Otherwise the hardware wizard is launched. The user can
process the wizard by pressing the Next button all the time. A warning that the driver is not
digitally signed may appear a second time.

e To update an existing driver call the system function UpdateDriverForPlugAndPlayDe-
vices(). On a x64 Edition of the operating system this function must be called in a 64
bit process context.
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For more advanced driver installation and un-installation we recommend the Device Installation
Toolkit (DIT) provided by Thesycon. A free demo version can be downloaded on the Thesycon
home page.

4.10 WHQL Certification

The WHQL certificate is a special driver signature from Microsoft. To get this certificate the
driver and the device must pass the DTM (Device Test Manager) test bench. The test bench must
be performed by the customer and the test results must be submitted to Microsoft. Thesycon can
offer support to perform the WHQL test.

The WHQL test requires some additional files. Thesycon can deliver these files on request.
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5 Programming Interface Reference

The interface that is exposed by the driver is based on a GUID (global unique identifier). The
complete interface is defined in the file usbmictrl.h. This file contains the GUID, the 10 control
codes and the required data structure. To see how to open a driver with a GUID based interface
please refer to the SDK. This document describes the data structures and the 10 control code and
the operation of the driver.

The GUID in the header file usbmictrl.h and in the INF file are examples, only. During the cus-
tomization a new GUID should be created. See sedtimn details. This interface can be disabled
if the entryHKR,,DriverUseriInterfaceGuid in the INF file is deleted.

5.1 10 Control Codes

IOCTL_USBMICTRL_GET_DRIVER_INFO

This operation retrieves the version information from the driver.

IpInBuffer
Is NULL.

ninBufferSize
Is zero.

IpOutBuffer
Points to a caller-provided buffer that will receive BenericDriverinfo structure.

nOutBufferSize
Specifies the size, in bytes, of the buffer pointed tdg&yutBuffer

Comments

The application can use this function to see if the driver version and the API version has
the expected values.

See Also

GenericDriverinfo (page4l)
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IOCTL_USBMICTRL_GET_ACTIVE_CONFIGURATION

This operation retrieves the active configuration index.

IpInBuffer
Is NULL.

ninBufferSize
Is zero.

IpOutBuffer
Points to a caller-provided buffer that will receive tisbmictrlConfig structure.

nOutBufferSize
Specifies the size, in bytes, of the buffer pointed tdg®yutBuffer

Comments

The returned value is the zero based index of the currently used configuration descriptor.

See Also

UsbmictriConfig (page43)
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IOCTL_USBMICTRL_SET_ACTIVE_CONFIGURATION

This operation sets a new USB configuration on the device.

IpInBuffer
Points to a caller-providedsbmictriConfig structure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tdddgBuffer . This parameter
must be set tgizeof(UsbmictriConfig) for this operation.

IpOutBuffer
Is NULL.

nOutBufferSize
Is zero.

Comments

This operation compares the active configuration with the configuration requested in this
device. If both values are equal nothing is done. If a different configuration is requested
the driver disables all child devices, sets the device in un-configured state, sets the new
configuration and creates new child devices regarding to the reported configuration
descriptor. All child driver gets a PNP remove event and new instances are loaded. The
upper software layer see a behavior that is similar to a remove of the device and a connect
with the new configuration. The private API of the MI driver is not disabled during this
process.

See Also

UsbmictriConfig (page43)
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IOCTL_USBMICTRL_GET_DESCRIPTOR

This operation retrieves an USB descriptor from the device.

IpInBuffer
Points to a caller-providedsbmictriDescriptorRequeststructure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tdddgBuffer . This parameter
must be set tgizeof(UsbmictriDescriptorRequest) for this operation.

IpOutBuffer
Points to a caller-provided buffer that will receive the descriptor. The descriptor can have
different length. If the requested length is shorter than the complete descriptor the first
part is returned.

nOutBufferSize
Specifies the size, in bytes, of the buffer pointed tdggyutBuffer

Comments

This operation sends a GetDescriptor request on the bus to the device. The operation may
take some time before the device answers.

See Also

IOCTL_USBMICTRL_GET_DRIVER_INFO (page30)
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IOCTL_USBMICTRL_CLASS_OR_VENDOR_REQUEST

This operation sends an USB class or vendor request to the device.

IpInBuffer
Points to a caller-providedsbmictriClassOrVendorRequeststructure and in the case
of an OUT request to the data memory. The data memory starts direct behind the data
structure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tddgBuffer . This parameter
must be set at least to
sizeof(IOCTL_USBMICTRL_CLASS_OR_VENDOR_REQUESTor this operation.
In the case of an OUT request it must be set to
sizeof(IOCTL_USBMICTRL_CLASS_OR_VENDOR_REQUEST) + Data_Buffer_Size

IpOutBuffer
Points to a caller-provided buffer for a IN request. If the request is an OUT transfer this

parameter can be set to NULL.

nOutBufferSize
Specifies the size, in bytes, of the buffer pointed tdg&utBuffer
Comments

This request enables an application to send class or vendor requests to the device. Note: It
is not possible to send standard requests with this function. If an error occurs the
application can send the next request without error handling. The USB bus driver makes
sure that the control request are serialized.

See Also

UsbmictriClassOrVendorRequest(page4?)
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IOCTL_USBMICTRL_CYCLE_PORT

This operation simulates a disconnect and a re-connect of the device.

IpInBuffer
Is set to NULL.

ninBufferSize
Is setto 0.

IpOutBuffer
Is set to NULL.

nOutBufferSize
Issetto 0

Comments

The driver and all child drivers are unloaded if this request has finished. All handles
become invalid. This request can be used to switch the device in a different operation
mode, e.g. to make a device firmware upgrade.

See Also

IOCTL_USBMICTRL_GET_DESCRIPTOR (page33)
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IOCTL_USBMICTRL_DISABLE_INTERFACE

This operation disables the child driver stack for one interface.

IpInBuffer
Points to a caller-providedsbmictrlinterface structure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tddmBuffer

IpOutBuffer
Is set to NULL.

nOutBufferSize
Issetto 0

Comments

This command can be used to disable the child driver stack for one interface. The
interface number is the number of the first USB interface that belongs to the interface
bundle. The modification is stored in the registry and is permanent until the interface is
enabled witHOCTL_USBMICTRL_ENABLE_INTERFACE . The driver stack on the
interface is unloaded and no longer visible in the device manager. The interface cannot
longer accessed by applications.

See Also

IOCTL_USBMICTRL_ENABLE_INTERFACE (page37)
Usbmictrlinterface (page49)
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IOCTL_USBMICTRL_ENABLE_INTERFACE

This operation enables the child driver stack for one interface.

IpInBuffer
Points to a caller-providedsbmictrlinterface structure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tddmBuffer

IpOutBuffer
Is set to NULL.

nOutBufferSize
Issetto 0

Comments

This command can be used to enable the child driver stack for one interface. The interface
number is the number of the first USB interface that belongs to the interface bundle. The
modification is stored in the registry and is permanent until the interface is enabled with
IOCTL_USBMICTRL_ENABLE_INTERFACE . If the interface was disabled before

the child driver stack is loaded. The hardware wizard may pop up to install the required
drivers for the child device stack, if the interface is enabled the first time.

See Also

IOCTL_USBMICTRL_ENABLE_INTERFACE (page37)
Usbmictrlinterface (page49)
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IOCTL_USBMICTRL_GET_INTERFACE_STATE

This operation enables the child driver stack for one interface.

IpInBuffer
Points to a caller-providedsbmictrlinterface structure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tddmBuffer

IpOutBuffer
Points to a caller-providedsbmictrlinterfaceState structure.

nOutBufferSize
Specifies the size, in bytes, of the buffer pointed tdg®yutBuffer

Comments
This command can be used to get the configured state of an interface. This command is
related to the selected configuration.

See Also

IOCTL_USBMICTRL_ENABLE_INTERFACE (page37)
Usbmictrlinterface (page49)
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IOCTL_USBMICTRL_GET_HWID

This operation get the current HWID for a interface.

IpInBuffer
Points to a caller-providedsbmictrlinterface structure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tddmBuffer

IpOutBuffer
Points to a caller-providedsbmictriIHWID structure.

nOutBufferSize
Specifies the size, in bytes, of the buffer pointed tdg®yutBuffer

Comments

This command can be used to get the hardware ID of an configuration and an interface. It
returns either the stored value for the registry or it generates the string for this interface.
The function does not check whether the device has the requested configuration and
interface. The return value is not defined if the IOCTL returns with an error code.

See Also

IOCTL_USBMICTRL_SET _HWID (page40)
Usbmictrlinterface (page49) UsbmictrIHWID (page45)
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IOCTL_USBMICTRL_SET_HWID

This operation set the HWID for a interface.

IpInBuffer
Points to a caller-providedsbmictriIHWID structure.

ninBufferSize
Specifies the size, in bytes, of the buffer pointed tddmBuffer

IpOutBuffer
Is NULL.

nOutBufferSize
Is 0.

Comments

This command can be used to set the hardware ID of a USB configuration and an
interface. The new value is stored in the registry. Itis used by the driver if the child device
node is created the next time. To activate the new hardware ID disable and enable the
device node. The function does not check whether the combination of USB configuration
and index is valid. The hardware ID consists of two parts separated by a backslash. If the
string does not contain a backslash the IOCTL return with invalid paramter.

See Also

IOCTL_USBMICTRL_SET_HWID (page40)
IOCTL_USBMICTRL_ENABLE_INTERFACE (page37)
IOCTL_USBMICTRL_DISABLE_INTERFACE (page36)
UsbmictrlHWID (page45)
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5.2 Data Structures

GenericDriverinfo

This structure contains the version information of the driver and the API.

Definition

typedef struct tagGenericDriverinfo{
unsigned int interfaceVersionMajor ;
unsigned int interfaceVersionMinor X
unsigned int driverVersionMajor ;
unsigned int driverVersionMinor ;
unsigned int driverVersionSub X
unsigned int flags ;

} GenericDriverinfo ;

Members

interfaceVersionMajor
Contains the major version of the interface. This version is changed if the interface is
modified in a non compatible way.

interfaceVersionMinor
Contains the minor version of the interface. This version is changed each time the
interface is changed.

driverVersionMajor
Contains the major version of the device driver. This version is changed if the driver
reaches a new quality.

driverVersionMinor

Contains the minor version of the device driver. This version is changed on new features.

driverVersionSub
Contains the sub version of the device driver. This sub version is changed at least each
time a modification is done.

flags
This contains either zero or GENERIC_INFOFLAG_CHECKED_BUILD, if the driver
version is a debug build.

Comments

Use this structure to check the compatibility of the application and the driver.

See Also
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IOCTL_USBMICTRL_GET_DRIVER_INFO (page30)
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UsbmictrIConfig

This structure contains the USB configuration index.

Definition
typedef struct tagUsbmictrlConfig{
unsigned int Configurationindex ;
} UsbmictrlConfig ;
Member
ConfigurationIndex
Contains the USB configuration index.

See Also

IOCTL_USBMICTRL_GET_ACTIVE_CONFIGURATION (page31)
|IOCTL_USBMICTRL_SET_ACTIVE_CONFIGURATION (page32)
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UsbmictrlConfinterface

This structure contains the USB configuration index and the interface number.

Definition

typedef struct tagUsbmictriConfinterface{
unsigned char Configurationindex ;
unsigned char Interface ;

} UsbmictriConfinterface ;

Members

Configurationindex
Contains the USB configuration index. This is not the bConfiguration value reported in
the configuration descriptor. It is the index used to request the configuration descriptor.

Interface
Contains the USB interface index.

See Also

IOCTL_USBMICTRL_GET_HWID (page39)
IOCTL_USBMICTRL_SET_HWID (page40)
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UsbmictriIHWID

This structure contains the USB configuration index and the hardware ID.

Definition

typedef struct tagUsbmictrlIHWID{
unsigned char Configurationindex ;
unsigned char Interface ;
WCHARHWIDI[64] ;

} UsbmictrIHWID ;

Members

ConfigurationIndex
Contains the USB configuration index. This is not the bConfiguration value reported in
the configuration descriptor. It is the index used to request the configuration descriptor.

Interface
Contains the USB interface index.

HWID[64]
Contains a zero terminated unicode string with the hardware ID.
See Also

IOCTL_USBMICTRL_GET_HWID (page39)
IOCTL_USBMICTRL_SET_HWID (page40)
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UsbmictriDescriptorRequest

This structure specifies a USB descriptor request.

Definition

typedef struct tagUsbmictriDescriptorRequest{
UsbmictrIRequestRecipient Recipient ;
UCHARDescriptorType
UCHARDescriptorindex ;
USHORTLanguageld ;

} UsbmictriDescriptorRequest ;

Members

Recipient
Is one of the recipients of the request which are definéssiomictriRequestRecipient

DescriptorType
Contains the descriptor type. Refer i for more information.

Descriptorindex
Contains the index of the descriptor. Refer pfpr more information.

Languageld
Contains the language ID of the descriptor. It is required for string descriptors, only. In
other calls it is set to zero. Refer t&)] ffor more information.

Comments

A USB descriptor contains information about the USB interface of the device.

See Also

UsbmictrIRequestRecipient(page51)
IOCTL_USBMICTRL_GET_DESCRIPTOR (page33)
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UsbmictriClassOrVendorRequest

This structure specifies a class or vendor request.

Definition

typedef struct tagUsbmictriClassOrVendorRequest{
BOOLEANRead;
UsbmictrlRequestType Type;
UsbmictriRequestRecipient Recipient ;
UCHARRequest ;
USHORTValue ;
USHORTValue ;
USHORTLength ;

} UsbmictrlClassOrVendorRequest ;

Members

Read
If this parameter i RUEthe data phase transfers data from the device to the PC (IN).
Otherwise the data transfer occurs from the PC to the device (OUT).

Type
Is one of the types of the request which are definddsbhmictriRequestType

Recipient
Is one of the recipients of the request which are definéssiomictriRequestRecipient

Request
Contains the request byte of the Setup. Refef}ddr more information.

Value
Contains the value word of the Setup. Referabfpr more information.

Value
Contains the index word of the Setup. Referipfpr more information.

Length
Contains the length word of the Setup. ReferZpfgr more information.

Comments

A class or vendor request has a data phase with a size of up to 4096 bytes. The parameters
Request , Value , andindex can be chosen by the application. The parameter

Length contains the length of the data stage. If the parantéad is FALSEthe
parametetength can be setto 0.

See Also
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UsbmictrIRequestType(page52)
UsbmictrIRequestRecipient(page51)
IOCTL_USBMICTRL_CLASS_OR_VENDOR_REQUEST (page34)
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Usbmictrlinterface

This structure specifies a USB interface.

Definition

typedef struct tagUsbmictrlinterface{
UCHARInterface ;
} Usbmictrlinterface X

Member

Interface
Is the interface number of the first USB interface of an interface bundle. The interface
number is related to the currently selected configuration. The value is stored related to the
current configuration. Each configuration can have different settings.

Comments

A interface bundle is a set of USB interfaces that belongs together and that are handled by
one device driver. Such a bundle can be described with an interface associated descriptor
(IAD).

See Also

|IOCTL_USBMICTRL_ENABLE_INTERFACE (page37)
|IOCTL_USBMICTRL_DISABLE_INTERFACE (page36)
IOCTL_USBMICTRL_GET_INTERFACE_STATE (page38)
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5 Programming Interface Reference

UsbmictrlinterfaceState

This structure specifies a USB interface state.

Definition

typedef struct tagUsbmictrlinterfaceState{
UCHAREnNabled ;
} UsbmictrlinterfaceState ;

Member

Enabled
If the value is different from O the USB interface is enabled. If it is zero the interface is
not enabled.

Comments
The storage for the interface state is related to the USB configuration. Each configuration
has individual settings.

See Also

IOCTL_USBMICTRL_ENABLE_INT